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第  部分  教学要求 
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2. WLAN  
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2. WiFi  

 

1. WLAN WiFi  

2. WiFi 802.11

 

3. WiFi  
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/ /  /  

1. WLAN  WLAN  
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Mesh  
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Internet 
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6. Infrastructure

Internet 

AP

Internet Internet 

7.    
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第  部分  教学内容 

一、WLAN基础 

Wireless Local 

Area Network WLAN WLAN

WLAN IEEE 802.11

WLAN 802.11 802.11 2.4 G/5.8 G

802.11 1-1  

1-1  802.11  

 802.11 802.11b 802.11a 802.11g 802.11n 

 1997 1999 1999 2003 2007 

/MHz 83.5 83.5 325 83.5 83.5 

/GHz 2.400 2.483 2.400 2.483 5.725 5.850 2.400 2.483 2.402 2.483 

 3 3 5 3 3 

 FHSS/DSSS CCK/ DSSS OFDM CCK/OFDM QAM 

 

/ Mb/s  
1, 2 1, 2, 5.5, 11 

6, 9, 12, 18, 24, 

36, 48, 54 

6, 9, 12, 18, 24, 

36, 48, 54 
2 

 N/A 
11 g

 

11 b/g

 

11 b

 

11 g

 

802.11 802.11ac 802.11ad 802.11e 802.11f

 

802.11 2.4 GHz 14 22 MHz

5 MHz 1 2.412 GHz 2 2.417 GHz

2.472 GHz 13 14

13 12 MHz 1 11

1 13 802.11 b/g 1-1  

1-1 1 2 3 4 5

1 3

1 6 11 2 7 12 3 8 13 4

二 
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9 14 12 14

1 6 11 3

1-2  

 

1-1  802.11b/g  

 

1-2   

1 6 11

 

WiFi WiFi Alliance 300

WLAN

WiFi IEEE 802.11

2000 3 WiFi 4 000

WiFi CERTIFIED™ WiFi

 

WiFi 6

WiFi 6 WiFi 5 WiFi 4 ? 

WiFi 6 WiFi 802.11ax WiFi 6 WiFi

802.11 WiFi 6.0

https://wtoxadmin.huahuo.com:8100/changshi/hulianwangcs/2020-03-11/108356.html
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802.11b WiFi 1 1-1

WiFi 5 WiFi 6 802.11a

WiFi 2, 802.11g WiFi 3, 802.11n WiFi 4 802.11ac WiFi 5, 802.11ax WiFi 6

1-2  

1-2  WiFi 4~WiFi 6  

 WiFi 4 WiFi 5 WiFi 6 

/MHz 20,40 20,40,80+80,160 20,40,80+80,160 

 2.4 G & 5 G 5 G 2.4 G & 5 G 

 150 Mb/s 3.5 Gb/s 9.6 Gb/s 

 64-QAM 256-QAM 1024-QAM 

 1 4 8 

 IEEE 802.11n IEEE 802.11ac IEEE 802.11ax 

WiFi 6 WiFi

WiFi 5 3.5 Gb/s 9.6 Gb/s

WiFi 6

WiFi 6 WiFi

WiFi

WiFi 5 OFDM

OFDMA

WiFi 6

WiFi

WiFi 6

spatial reuse technique

WiFi

WLAN 3 WEP WPA WAPI  

1. WEP 

WEP Wired Equivalent Privacy 802.11b

WLAN LAN

WEP RC4 AP Access Point

WEP

IV

  

WEP 40 bit WEP

https://wtoxadmin.huahuo.com:8100/changshi/hulianwangcs/2020-03-11/108356.html
https://www.jiaochengzhijia.com/router/
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5 h

WEP RC4

WEP WEP

 

2. WPA 

WPA WiFi Protected Access WiFi WPA WPA2

WEP WEP WPA 802.11i

802.11i 802.11i  

WEP WPA

WLAN WPA TKIP Temporal Key Integrity Protocol

WEP 802.11x

PSK  

2018 WiFi WiFi WPA3

KRACK DEAUTH

WPA3 WiFi  

WPA3  

 

1  

WPA3  

2  

WPA3  

3 / WiFi  

WPA3 WiFi

MitM  

OWE Opportunistic Wireless Encryption

WiFi  

4  

192  

WiFi WiFi Easy Connect

WiFi WPS

WiFi  

3. WAPI 

WAPI WLAN Authentication and Privacy Infrastructure

WLAN IEEE WiFi

802.11b WEP
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WAPI

 

WAPI AP

AP AP AS Authentication Server

MT Mobile Terminal AP MT

AP  

二、WLAN结构 

WLAN

Ad-Hoc Infrastructure  

1. Ad-Hoc  

Ad-Hoc 3

[ AP ]

 

WLAN

WLAN

WLAN  

Ad-Hoc

5

SOHO  

108 Mb/s AP 500

54 Mb/s 200

 

Ad-Hoc

 

2. Infrastructure  

Infrastructure AP Distribution System Services

DSS Basic Service Set BSS AP

AP Basic Service Set Identifier BSSID 802.11 BSSID

AP MAC

MAC AP 
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第  部分  技能训练 

一、Ad-Hoc对等无线网络组建 

1-3 IP

PC SSID Service Set Identity

32 SSID AP

SSID PC  

 

1-3  Ad-Hoc  

1-3  

1-3  Ad-Hoc  

 IP   SSID  WEP  

PC1      

PC2      

ping PC  

二、Ad-Hoc对等无线网络接入 Internet 

Ad-Hoc Internet 1-4  

 

1-4  Ad-Hoc Internet  

PC1 IP

PC2 IP DNS

1-4  

三 
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1-4  Ad-Hoc Internet  

 IP    DNS  

PC1      

PC1      

PC2      

PC1 PC1 PC2

PC2  

三、Infrastructure无线网络组建 

Infrastructure AP

AP

AP

  

AP 1-5  

TP-Link AP 1-5  

 

1-5  Infrastructure  

1-5  TP-Link AP  

 MAC  IP     

AP      

AP 1-6  

1-6  TP-Link AP  

 SSID MAC  IP     

AP       

PC PC AP PC

AP AP IP

1-7   
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1-7  AP  

 
  

MAC  IP      SSID   WPA-PSK 

AP           

AP DHCP PC IP

WiFi IP 1-8  

1-8  PC WiFi IP  

 IP   

PC1   

PC2   

PC3   

1   

2   

 

四、Infrastructure无线网络接入 Internet 

Infrastructure Internet 1-6  

 

1-6  Infrastructure Internet  

PC AP IP

AP Internet AP DHCP 1-9  

1-9  AP IP DHCP  

 
IP  DHCP  

IP      DNS server 

AP       

PC IP WiFi

1-10
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1-10  IP  

 IP    DNS  

PC1     

PC1     

1     

2     

PC  

五、知识点考核 

1. WLAN      

A.       B.       C.       D.  

2. 2.4 GHz      

A. 802.11     B. 802.11a     C. 802.11b     D. 802.11g 

3. 802.11b 2.4 GHz      

A. 6         B. 3        C. 12         D. 8 

4. ISM      

A. 11        B. 13        C. 14         D. 3 

5.  ISM 802.11g 2.4 GHz      

A. 5.22 MHz     B. 16.6 MHz      C. 22 MHz       D. 44 MHz 

6. AP 6 AP

AP      

A. 4        B. 1        C. 9         D. 10 

7  IEEE 802.11 OSI      

A.     B.      C.      D.     

8.  IEEE 802.11 MAC      

A. CSMA/CA     B. CSMA/CD 

9.      

A. 1  6   10   B. 2  7   12 

C. 3  4   5    D. 4  6   8 

10. 100 mW      

A. 1 dBm      B. 10 dBm    C. 20 dBm     D. 30 dBm 

11.  1 mW=____dBm       100 mW=____dBm       ____uW=-10dB m 

12.      

A. WLAN  

B. IEEE 802.11  

C.  WiFi    

D.  802.11ac 2.4 GHz 5 GHz 
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